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ENWLSI - Implementing Cisco Enterprise Wireless Networks (ENWLSI)

COURSE OVERVIEW:

The Implementing Cisco Enterprise Wireless Networks (ENWLSI) v1.0 course gives you the knowledge and skills
needed to secure wireless network infrastructure and troubleshoot any related issues. You’ll learn how to implement
and secure a wireless network infrastructure and use Cisco Identity Service Engine (ISE), Cisco Prime Infrastructure
(P1), and Cisco Connect Mobile Experience to monitor and troubleshoot network issues.

The course provides hands-on labs to reinforce concepts including deploying Cisco Prime Infrastructure Release 3.5,
Cisco Catalyst® 9800 Wireless Controller Release, Cisco 10S XE Gibraltar 16.10, Cisco Digital Network Architecture
(Cisco DNA™) Center Release 1.2.8, Cisco Connected Mobile Experiences (CMX) Release 10.5, Cisco Mobility Services
Engine (MSE) Release 8.0 features, and Cisco ISE Release 2.4.

This course also helps you prepare to take the Implementing Cisco Enterprise Wireless Networks (300-430 ENWLSI)
exam, which is part of the new CCNP® Enterprise certification and the Cisco Certified Specialist - Enterprise Wireless
Implementation certification. The exam will be available beginning February 24, 2020.

WHO WILL BENEFIT FROM THIS COURSE?
e  Wireless network engineers
e Sales engineers
e Network designers

PREREQUISITES:
Before taking this course, you should have:
e General knowledge of networks
e General knowledge of wireless networks
e  Routing and switching knowledge
The following Cisco courses can help you gain the knowledge you need to prepare for this course:
e Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR)
e Understanding Cisco Wireless Foundations (WLFNDU)

COURSE OBJECTIVES:
After taking this course, you should be able to:
e Implement network settings to provide a secure wireless network infrastructure
e Troubleshoot security issues as they relate to the wireless network infrastructure
e Implement a secure wireless client and troubleshoot wireless client connectivity issues
e Implement and troubleshoot QoS in wireless networks
e Implement and troubleshoot advanced capabilities in wireless network services
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COURSE OUTLINE:
e Securing and Troubleshooting the Wireless Network Infrastructure
e Implementing and Troubleshooting Secure Client Connectivity
e Implementing and Troubleshooting Quality of Service (QoS) in Wireless Networks
e Implementing and Troubleshooting Advanced Wireless Network Services
Lab Outline
e Lab Familiarization (Base Learning Lab)
e  Configure Secure Management Access for Cisco Wireless LAN Controllers (WLCs) and Access Points (APs)
e Add Network Devices and External Resources to Cisco Prime Infrastructure
e Capture a Successful AP Authentication
e Implement Authentication, Authorization, and Accounting (AAA) Services for Central Mode WLANSs
e Implement AAA Services for FlexConnect Mode Wireless LANs (WLANs)
e Configure Guest Services in the Wireless Network
e  Configure Bring Your Own Device (BYOD) in the Wireless Network
e  Capture Successful Client Authentications
e Configure QoS in the Wireless Network for Voice and Video Services
e  Configure Cisco Application Visibility and Control (AVC) in the Wireless Network
e  Capture Successful QoS Traffic Marking in the Wireless Network
e Configure, Detect, and Locate Services on the Cisco CMX
e Identify Wireless Clients and Security Threats

SUNSET LEARNING INSTITUTE (SLI) DIFFERENTIATORS:

Sunset Learning Institute (SLI) has been an innovative leader in developing and delivering authorized technical
training since 1996. Our goal is to help our customers optimize their cloud technology investments by providing
convenient, high quality technical training that our customers can rely on. We empower students to master their
desired technologies for their unique environments.

What sets SLI apart is not only our immense selection of trainings options, but our convenient and consistent delivery
system. No matter how complex your environment is or where you are located, SLI is sure to have a training solution
that you can count on!

Premiere World Class Instruction Team
e AllSLI instructors have a four-year technical degree, instructor level certifications and field consulting work
experience.
e Sunset Learning has won numerous Instructor Excellence and Instructor Quality Distinction awards since
2012

Enhanced Learning Experience
e The goal of our instructors during class is ensure students understand the material, guide them through our
labs and encourage questions and interactive discussions.
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Convenient and Reliable Training Experience
e You have the option to attend classes at any of our established training facilities or from the convenience
of your home or office with the use of our HD-ILT network (High Definition Instructor Led Training)

e All Sunset Learning Institute classes are guaranteed to run —you can count on us to deliver the training you
need when you need it!

Outstanding Customer Service

e Dedicated account manager to suggest the optimal learning path for you and your team

e Enthusiastic Student Services team available to answer any questions and ensure a quality training
experience
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